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1. Purpose 
 
The purpose of this document is to provide guidance to the FMO staff on how to assess 
project risks throughout the project lifecycle, and what criteria are to be used when 
managing risks by setting red flags and recommending a project for external monitoring. 
While this always involves some degree of subjective judgment, the aim is to ensure 
common understanding and define some objective criteria to be applied by the FMO 
when assessing project risks. 
 

2. Background 
 
Risk has two components: the probability or likelihood that an event occurs, and the 
impact or consequences if the event occurs. It is important to differentiate between a risk 
(‘something may go wrong’) and an issue (‘something went wrong’). Risk assessment is 
the determination of the quantitative or qualitative value of risk related to a concrete 
situation and a recognised threat. 
 
In the context of projects financed from the Financial Mechanisms, a risk exists that the 
project fails to achieve its objectives (expressed as targeted results, purpose and overall 
objective) and that donors’ funds are misused, thus not contributing to the reduction of 
economic and social disparities in the European Economic Area. 
 
The FMO continuously performs a risk assessment of projects that have been awarded a 
grant: 
• in the application form applicants are requested to recognise risks and plan how to 

manage risk factors. This consists of identifying risk factors, considering the 
likelihood and impact of each risk factor, and presenting a risk mitigation plan; 

• during the detailed appraisal, the FMO or the selected appraisal agent is carefully 
looking into the risks identified by the applicant, which in consequence can be 
amended, or other relevant risk factors can be proposed. This is always recorded in 
section 4 of the appraisal report, and the related checklist is also completed; 

• in the Grant Recommendation Document (GRD) the FMO must comment on 
project risks (checklist question nr. 8), and highlight any potential strengths and/or 
weaknesses in this area. Some issues may also be addressed through specific Grant 
conditions; 

• in the Project Interim Reports (PIR) the Project Promoter is reporting on project 
progress both in physical and financial terms. When scrutinising the PIR, the FMO 
is assessing whether earlier identified risks are kept under control by the Promoter, 
and whether any new risks arise which may threaten successful project 
implementation. Any relevant comments by the FMO are recorded in the Template 
Review Document (TRD) for each PIR; 

• once per calendar year in the Extended PIR, the Project Promoter is explicitly 
required to report on any changes in risk factors and risk mitigation plans compared 
to the ones identified in the application form. Any relevant comments by the FMO 
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are recorded in the Template Review Document (TRD) for each PIR. The FMO 
must explicitly comment on the risk analysis provided by the Promoter (checklist 
question nr. 9); 

• any major changes in a project have to be communicated to the FMO through a 
modification request approved by the Focal Point. New risks may become apparent 
through this request; 

• as a result of random selection, obligatory action towards larger projects, as well as 
targeted action, projects are monitored through site visits by the FMO or its 
monitoring agents, allowing for the identification of any new risks, mitigation 
measures, and management of earlier identified issues. 

 

3. Methodology 
 
This section provides guidance on which risk categories are to be taken into consideration 
when assessing project risks by the FMO, and how risk impact and risk probability can be 
evaluated. 
 
This risk assessment exercise should always be carried out when new information is 
obtained about the project through a PIR, a modification request, anecdotal information 
from Focal Points and Project Promoters, or a monitoring report. The responsible person 
at the FMO is the Task Manager. The Project Implementation Group (PIG) serves to 
support the Task Manager and to ensure the risk management measures are properly 
implemented at the FMO. 
 
3.1 Risk categories 
 
Risks are considered in certain categories for each project, based on whether the risks are 
of a technical, financial, legal, organisational/managerial or external nature. Risk 
categories are listed below, together with some questions to be answered when assessing 
risks specific to a project. 
 
Technical 

- Does technology play a large role in the success of the project? 
- How commonplace is any technology required for or developed by the project? 
- What degree of technical complexity is related to the implementation of one or 

more activities? 
 
Financial 

- How large is the amount of grant support? 
- Does the Project Promoter have sufficient internal and/or external financial 

resources to achieve its objectives within the budget and schedule? 
- Does the project follow the financial plan during implementation or are there 

significant deviations? 
- Are deviations from the financial plan explained or do they remain unjustified? 
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Legal 
- Are there any unusual conditions set out in the grant agreement? 
- Are there any signs that the Project Promoter is not able to fulfil one or more of 

the conditions set out in the grant agreement? 
- Does the project involve public procurement which constitutes a material part of 

the project budget? 
 
Organisational / managerial 

- Has the management of the project provided a realistic estimation of cost and 
duration for project activities? 

- In case of deviations from plan is the Project Promoter capable to take corrective 
actions? 

- How could the involvement of partners affect the success of the project? 
 
External 

- How does the success of the project depend on external factors or third parties 
outside of the control of the project team?  

- How sensitive is the project to changes in the regulatory environment? 
- How susceptible is the project to changes in the macroeconomic environment 

(inflation, currency exchange risks, supply of labour)? 
- Do the Focal Point and Paying Authority have enough capacity and solid 

procedures in place for project oversight or administration? 
 
3.2 Risk impact evaluation 
 
In order to quantify the importance of a risk factor in the categories defined above, the 
impact against three axes is assessed using the following matrix: 
 

 Very low 
impact 

Low impact Moderate 
impact 

High impact Very high 
impact 

Budget/ 
Cost 

Insignificant 
cost increase 

<15% cost 
increase 

15-30% cost 
increase 

30-50% cost 
increase 

>50% cost 
increase 

Timescale 
(number of 
months) 

Insignificant 
delay 

<20% delay 20-40% delay  40-80% delay >80% delay 

Project 
Scope 

Change to 
project 
purpose is 
insignificant, 
and no change 
to the 
objective 

Minor 
change to 
project 
purpose, 
with no 
impact on 
objective 

Causes 
moderate 
changes to the 
project purpose 
and minor 
change to the 
objective 

Major change 
to project 
purpose and 
significant 
changes to the 
objectives 

Unacceptable 
changes are 
made to the 
project 
purpose and 
objectives 
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3.3 Risk probability evaluation 
 
The following scale is used to evaluate the probability of the risk event(s) occurring: 
 

Low probability Medium probability High probability 
The risk event(s) are 
unlikely to occur 

The risk event(s) can be 
reasonably expected to occur

The risk event(s) are very 
likely to occur 

 

4. Red flag functionality 
 
The risk assessment is the first step when red-flagging a project. If a staff member who 
carries out risk assessment according to the above criteria finds that certain risks have a 
medium to high probability of occurrence, and a moderate to very high impact, setting 
red flags should be determined in discussion between the Task Manager and the PIG. The 
Country Officer or any other FMO staff member may be involved if deemed necessary. 
 
The following combinations of probability and impact should trigger a red flag: 

- Medium probability, moderate impact 
- Medium probability, high impact 
- Medium probability, very high impact 
- High probability, moderate impact 
- High probability, high impact 
- High probability, very high impact 

 
A red flag category must be specified and a short description provided for each red flag. 
Most of the red flag categories are linked to the risk categories defined in the previous 
section. 
 
Certain extraordinary occasions may trigger red flags regardless of the risk assigned to 
the project. These are issues like an irregularity reported by the Beneficiary State or 
discovered by the FMO, results of an earlier monitoring visit, or any other issues which 
could jeopardise successful project implementation. 
 
The following red flag categories have been defined: 

- Technical risk(s) 
- Financial risk(s) 
- Legal risk(s) 
- Organisational risk(s) 
- External risk(s) 
- Irregularity 
- Earlier monitoring finding 
- Request from Project Amendment Group  
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For one project multiple red flags can be set simultaneously, which may be followed up 
together or separately. However a unique description has to be provided for each red flag, 
and red flags can only be treated one by one when removing them. 
 
Coordination is needed in order to avoid the overflow of red flags. Consistency will be 
ensured by the involvement of the PIG. 
 

5. External monitoring 
 
A mitigation action must be planned for each red flag. The type of mitigation action 
selected will depend on the nature of the red flag, and will be decided in discussion 
between the Task Manager and the PIG. A relevant note about the mitigation plan has to 
be made in the red flag description. When the Task Manager and the PIG believes that 
the risks or issues identified have been successfully mitigated, the red flag can be 
removed by leaving a relevant note. 
 
The following mitigation activities can be decided on: 
 

- Consultation with the Project Promoter and/or Focal Point 
- Request for additional information 
- Request for additional documents 
- Collecting evidence from external sources 
- Launching external monitoring 

 
According to the External Monitoring Manual one of the four principles of selecting a 
project for monitoring is the following:  
 
‘The FMO has information about possible problems or misconduct; or at such times 
when the reports/payment claims indicate significant deviations from plans and the 
project appears to be at risk.’ 
 
Moreover, the External Monitoring Manual states in its point 5.4: 
‘The FMO will make use of its risk assessment criteria in determining each of the 
monitoring tasks.’ 
 
If external monitoring has been selected as a mitigation action, the Focal Point shall be 
informed as soon as possible, and no later than two weeks prior to monitoring, that a 
monitoring visit will take place for the project. 
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